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ITIL , formally an acronym fonformation Technology Infrastructure Library , is a set of
detailed practices fdil service maagemen{ITSM) that focuses on aligning IT services with
the needs of business. In its current form (known as ITAL/),ATIL is published as a series

of five core volumes, each of which covers a different ITSM lifecycle stage. Although ITIL
underpinsISO/IEC, ~» » Apreviously BS/ _ ~ ) the International Service Management
Standard for IT service management, there are some differences between the 150
standard and the ITIlframework.

ITIL describes processes, procedures, tasks, and checklists which are not orgasyeaiio)

but can be applied by an organization for establishing integration with the organization's
strategy, delivering value, and maintaining a minim@wvel of competency. It allows the
organization to establish a baseline from which it can plan, implement, and measure. It is used
to demonstrate compliance and to measure improvement. (It is to be noted that there is no
formal independentrd Party Compliace Assessment available for ITIL compliance in an
organisation, Certification in ITIL is only available to individuals and relates to their
knowledge of the books)


https://en.wikipedia.org/wiki/IT_service_management
https://en.wikipedia.org/wiki/ISO/IEC_20000

Since July ~ /, ITIL has been owned b&AXELQOS, ajoint venturebetweenCapitaand the

UK Cabinet Office AXELOS licenses organisations to use the ITIL intellectual property,
accredits licensed examination institutes, and manages updates to the framework.
Organizations that wish to implement ITIL internally miat require this license.

Responding to growing dependence on IT, the UK Governméststral Computer and
Telecommunications AgencyCCTA) in the/ * s.developed a set of recommendations. It
recognized that, without standard practices, government agencies and private sector contracts had
started independently creating their own IT management practices.

The IT Infrastructure Library originated as a collection of books, each covering a specific practice
within IT service managemenifTIL was built around a process modetsed view of controlling

and managing operations often creditedtddwards Demingnd higplan-do-checkact(PDCA)

cycle.

After the initial publication in * 7 * the number of books quickly grew within ITIL Version

to more than ~volumes.

In, » » » I, tormaKe ITIL more accessible (and affordable), ITIL Versicwonsolidated the
publications into ninedgical "sets" that grouped related proegaglelines to match different
aspects of IT management, applications and services. The Service Management sets (Service
Support and Service Delivery) were by far the most widely used, circulated, and undersih@od of

ITIL Version, publications.

T InApril, » », the CCTA was merged into ti¥GC, an office of thaJK Treasury

T In, ~ ~thelTIL Version glossary was published.

1 In May, ~ ~ this organization issued ITIL Versign(also known as the ITIL Refresh
Project) consisting of * processes and functions, now grouped into onlyolumes,
arranged around the concept of Service lifecycle structure. ITIL Vers®mow known
as ITIL, ~ ~Edition.

T In, » ., the OGC officially announced that ITIL Version certification would be
withdrawn and launched a major consultation as pertbgwoceed.

T InJduly, ~ /,the ~ /edition of ITIL was published, providing an update to the version
published in ~ ~. The OGC is no longer listed as the owner of ITIL, following the
consolidation of OGC into th&abinet Office

Overview of ITIL . ~ ~ €dition

ITIL, ~ ~edition (previously known as ITIL Versigr) is an extension of ITIL Versignand
fully replaced it following the completion of the withdrawal period ordure, ~ /. ITIL, ~ /*
provides a more holistic perspective on the full life cycle of services, covering the entire IT
organization and all supporting components needed to deliver servibesciastomer, whereas
ITIL Version, focused on specific activities directly related to service delivery and support.
Most of the ITIL Version activities remained untouched inv ~, but some significant changes
in terminology were introduced in order &cilitate the expansion.


https://en.wikipedia.org/wiki/AXELOS
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https://en.wikipedia.org/wiki/IT_service_management
https://en.wikipedia.org/wiki/W._Edwards_Deming
https://en.wikipedia.org/wiki/PDCA
https://en.wikipedia.org/wiki/Office_of_Government_Commerce
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Changes and characteristics of the ~ / edition of ITIL

A summary of changes has been published by the UK Government. In line with thedition,

the, ~ / edition consists of five core publicatioisService StrategyService Dsign, Service
Transition Service OperationandContinual Service ImprovemendTIL , ~ /id an update to the
ITIL framework that addresses significant additional guidance with the definition of formal
processes which were previously implied but not idiexti as well as correction of errors and
inconsistencies.

Twenty-six processes are listed in ITIL- /efition and described below, along with which core
publication provides the main content for each process.

ITIL, ~ ~has five volumes, published in May ~, and updated in July /a& ITIL, ~ /fdr
consistency:

/ . ITIL Service Strategyunderstands organizational objectives and customer needs.

ITIL Service Designturns the service strategy into a plan for delivering the business objectives.
ITIL Service Transition:develops and improves capabilities for introducing new services into
supported environments.

ITIL Service Operationmanages services in supported environments.

ITIL Continual Service Improvemerdichieves services incremental and lasgale

improvements.

Due to the similarity between ITIL vof ~ ~,anhd ITIL, ~ /, rio bridge examinations for ITIL
v, certification holders were created or made available for |TAL/ cértification.
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Service Strategies
-Service portfolio
-Service economics

-IT financial management
-IT demand management

-Service strategies for out-
sourcing, insourcing, and
co-sourcing

Service Operations
-Service request management
-Event management

-Incident management
-Problem management
-Access management
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ITIL Service Strateggrovides bespractice guidance for the service strategy stage of the ITIL

- service level package



service lifecycle. Altbugh this publication can be read in isolatiofs itecommended that it is
usedin conjunction with the other core ITIL publications.
The purpose of the service strategy stage of the service lifecycle is to define the perspective,
position, plans and parns that a service provider needs to be able to execute to meet an
organizatiods business outcomes.
The objectives of service strategy include providing:
An understanding of what strategy is
A clear identification of the definition cfervices and theustomers who use them
The ability to define how value is created ai@tivered
A means to identify opportunities to provigervices and how to exploit them
A clear service provision model, that articulatesv services will be delivered and
funded, ando whom they will be delivered and for whatirpose
The means to understand the organizatioaphbility required to deliver the strategy
Documentation and coordination of heervice assets are used to deliver services, and
how to optimize their performaac
1 Processes that define the strategy ofottganization, which services will achieve the
strategy, what level of investment will bequired, at what levels of demand, and the
means to ensure a working relationship existsveen the customer and servicevider.
The reader should be able to understand the impstrtant practices related to defining
andexecuting a service strategy within a senpoavider organization.
ITIL Service Strateggtarts by defining andiscussing the generic principles andgesses of
service management, and these generic principéeben applied consistently to theanagement
of IT services.
This publication is intended for use by batkernal and external service providers, amdudes
guidance for organizations whiehnerequired to offer IT services as a profitablesiness, as well
as those which are requireddffer IT services to other business units withingame organization
T at no profit.
Two aspects of strategy are coveredii. ServiceStrategy
1 Defining a strategy whereby a service providdt deliver services to meet a custorier
business outcomes
1 Defining a strategy for how to manage thesevices.

= =4 =4 -8 A

E

ITIL Service Strategyrovides access to proven bpsictice baston the skill and knowledge of
experienced indusy practitioners in adopting standardized andontrolled approach to service
management. Bhough this publication can hesed and applieth isolation, it is recommended
that it is used irconjunction with the other cod@IL publications. All of the core publications
needto be read to ful appreciate and understand twerall lifecycle of services and IT service
management.

Selecting ad adopting the best practice ascommendedn this publication will assist
organizations in elivering significant benefits Adopting and implementing standard and
consistent approaches for service strategy will:
1 Support the ability to link activities performég the service provider to outcomes that
arecritical to internal or external customers. &sesult, the service provider will be seen
to becontributing to the value (and not just ttwsts) of the organization.



1 Enable the service provider to have a cleaterstanding of what types and levels of
service will make its customers successful greh organize itself optimally to deliver
andsupport those services. The service providerauifieve this through a process of
definingstrategies and services, ensuring a consigematable approach to defining
how value willbe built and deliverethat is accessible to atakeholders.

1 Enable the service provider to respond quickiyl effectively to changes in the business
environment, ensuring increased competiideantage over time.

1 Support the creation and maintenance pbsfolio of quantiied services that will enable
the business to achieve positive return omigstment in services.

1 Facilitate functional and transpareammunication between the customer andsteice
provider, so that both have a consistemtierstanding of what required and how ivill
be delivered.

1 Provide the means for the service provideprganize itself so that it can provide services
in an efficient and effective manner.

At the centerof the service lifecycle is servicstrategy. Value creation beginsréewith
understanding organizational objectives anstomer needs. Every organizational assstiding
people, processes and products sheufaport the strategy.

ITIL Service Strategythis publication) provideguidance on how to view service managetmen
notonly as an organizational capability but agrategic asset. It describes the principles
underpinning the practice of service managemdnth are useful for developing service
management policies, guidelines and proceasesss the ITIL servicéfécycle.

Topics covered ifiTIL Service Strateginclude thedevelopment of market spaces, characteristics
of internal and external provider types, service astetsservice portfolio and implementation of
strategy through the service lifecycle. Busswedationship management, demand management,
financial management, organizationi@velopment and strategic risks are amongpther major
topics Organizations should use ITIL Service Stratdégyset objectivesand expectations of
performanceaowards seving customers and market spaces, &mdilentify, select and prioritize
opportunities.

Servicestrategy is about ensuring tl@aganizations are ia position to handle the costsd risks
associateavith their service portfoliosand are set up not juistr operational effectivenedsit for
distinctive performance.

Organizations already practising ITIL can UiEH Service Strategy to gie a strategic review of
their ITIL-based servicenanagement capabilities anditoprove the aligment between those
capabilitiesand their business strategi€BEL Service Strategill encourageaeaders to stop and
think aboutwhy somethings to be done before thinking lbdw.

Services and service management

Services

Services ara means of delivering value tostoners by facilitating the outcomes customers
want to achieve wiout the ownership of specifaosts and risks. Services facilitate outcomes by
enhancing the pasfmance of associated tasks ameducing the effect otonstraints. These
constraintsnay inclue regulatio, lack of funding or capacitpr technology Imitations. The end
result is anncrease in the probability of desired outcomes.

While some service enhance performance of task#hers have a merdirect impact they
performthe task itself.



The preceding paragrh is not just a definition, asis a recurring pttern found in a wide range
of services. Btterns are useful for managiogmplexity, costs, flexibility and variety. They are
generic stuctures useful to make an idmaplicable in avide range of environments asiluations.

In eachinstance the pattern is appliedth variations that make the idea effective,

economical or simply useful in that particular case outcomebased definion of service moves
IT organizatims beyond buses$IT alignmenttowards busine$$T integration. Internal dialogue
and discussionrothe meaning of services is el@mentary step towards alignment and
integraion with a customes business.

Customer outames become the ultimate concefrbusiness fationship managers instead of the
gathering of requements, which is necessary Imatt sufficient.Requirements are generated for
internal coodination and control only afteustomer outcomes are well understood.
Customers seelkutcomes but do not wigh haveaccountability or ownership of all the associated
costs and risk®All services must have a budgehhen they go lie and this must be managed. The
service cost is reflected in financialnes such aseturn on inestment (ROI) and total cost of
ownership TCO). The customer will only bexposed to the ovalt cost or price of a service,
which will include al the provideés costs and riskiitigation meaures (and any profit margin if
appropriate)The customer can then judge tfadue of a servicedsed on a comparison of cost or
price and reliability with the desired outcome.

Customer satisfadn is also important. Customansed to be satisfiewith the level of service
andfeel confident in thability of the service providdo continue providig that level of service

T or evenimproving it ower time. The difficulty is thatustomer expectatins keep shifting, and a
serviceprovider that dog not track this will soon findself losing business$TIL Service Strategy
is helpfulin understanithg how this happens, and howsarvice provider caadapt its services to
meet thechanging customer environment.

Services can be discussed in terms of how thkaye to one another and their customers, and can
be classified as core, enabling or enhancing.

Core servicedeliver the basic outcomes desired taye or more cuetners. They represent the
valuethat the custoer wants and for which they arélling to pay. Core services anchor the value
proposition for theustomer and provide the bagis their cortinued utilization and satisfaction.
Enabling serviceare services that are neededider for a core seice to be delivered. Enabling
services may or may not be visible to thestomerbut the cumer does not perceive them as
services in their owmight. They arebasic factor8 which enable theustomer to receive the
Geallcore) service.

Enhancing servicere services that are added twoae service to make it more exogior enticing

to the customer. Enhamg services are not essentialthedelivery of a ore service, and are
added to aore service agxcitemenbfactors, which willencourage custometo use the core
service more(or to choose the core service poed by onecompany over those of its
competitors).

Services may bas simpé as allowing a user womplete a single tresaction, but most services
arecomplex. They cosist of a range of deliverablaad functionality. lieach individual aspect of
thesecomplex servicesvere defined independently, ttservice provider wuld soonfind it
impossible tdrack and record all services.

Most service provids will follow a strategy wherthey can deliver a set of more geneservices

to abroad range of customs thus achievingconomies of scaland competing on the basis of
price and a certairmmount of flexibility. One wawf achieving thigs by using service packages.
A service packages a collection of two or morservices that have been combined to roffe



solution to a spefic type of customer need or tmderpin specit business outcomes. A service
package canansist of a combination of coservices, enabling services and enhancing services.
Where a servicer service package needs todikerentiated for different types of customer, one
or more omponents of the packagan bechanged, or offeredt different levels of utilityand
warranty, b create service options. Thed#dferent serviceoptions can then be offered to
customers and are sometsnealled service leveglackages.

Service management

When we turn o a watetap, we expect to seeater flow from it. When we turn on a lightvitch,
we expect tsee light fill the room. Not smany years ago, thevery basic things were not as
reliable as theyra today. We know instinctivelyhat the advares in technology hee made them
reliable enough tbe considered a utility. Butisnd just the tebnology that makes the services
reliade. It is how they are managetihe use of IT todayas become the utility dfusiness.
Business today wants IT services thaghave lile other utiliies such as water, electricity the
telephone. Simply having the besthnology will not enswe that IT provides utilitylikeeliability.
Professional, rggnsive, valuedriveservicemanagement is what brings tlgsality of service to
the business.

Service maagement is a set of specializedjanizational capabilities for providing value to
customers in the fan of services. The more matwrservice providés apabilities are, the greater
is their ability to consiently produce qualitgervicesthat meet the rezls of the customer in a
timely and costeffectivemanner. The act of transformicgpabilities and resmces into valuable
services ist the core of sgice management. Without thesapabilities, aervice organization is
merely a bundle of resources dh by itself has relatively lovintrinsic value for customers.
Organizationalcapabilities are shaped by tleballenges they are expected to ovareo An
example of this igprovided by Toyota in the = _swhen it developed uniqueapabilities to
overcomethe challenge of smaller scale and financial capitahpared to its Amrican rivals.
Toyota developedchew capabilies in production engineeringgperations maagement and
managing supplier® compensate fats inability to affod largeinventories, make components,
produce rawmaterials olown the companies that produdbéeém (Magretta, ~ ).

Service manageent capabilities are similarlgfluenced by the following challenges that
distinguish sendes from other systems of valareation, such as manufacturing, mining and
agriculture:

1 Intangible nature of the output amtermediate products of service processes: Hrey
difficult to measure, control and validate (wove).

1 Demand is tightly coupled with the custorisassetsusers and other customer assets such
asprocesses, applications, documents @adsactions arrive with demand and stimulate
service production.

1 High level of contact for producers andnsumers of services: there is little or no buffer
between the serwcprovideds creation of theservice and the custon@gerconsumption of
thatservice.

1 The perishable nature of service output seivice capacity: there is value for the customer
from assurance on the continued supplgaifsistent quality. Providers netxsecure a
steady supply of demand from customers.

Service management is more than just a setapfbilities. It is also a professional practice
supported by an extensive body of knowledgeperience and skills. A global community of



individuals and gyanizations in the public angrivate sectors fosters its growth and maturity.
Formal schemes exist for the education, traiming certification of practising organizations, and
individuals infllence its quality. Industry begtactices, academic reseai@nd formal standards
contribute to and dradvom its intellectual capitallThe origins of service management are in
traditional service busesses such as airlines, bartlstels and phone ogpanies. Its practice has
grown with the adoption by IT om@nizations of a service orientegpproach to managing IT
applications,
infrastructure and npcesses. Solutions to busingssblems ad support for business models,
strategies and opations are increasingly in tfhi@erm of services. Té popularity of shared sgces
and outsourcing hasontributed to the increase the number of orgamations that behave as
serviceproviders, includingnternal IT organizations. Thia turn has stregthened the practice of
servicemanagement while #he same time imposepteater challenges.
Strategy
dThe essence ofrategy is choosing what not tm 6(Porter/ * ) *
Case study: security services
At some time in ~ ~, & global network securityervices providr lost a major customer due to
guality concera materially affectig revenuesind profits. Senior executives demanded that
something be dorieeither cut costsrdind areplacement customer.
While a eplacement customer was sougietrvice operations dutifully reduced costs. Service
guality was impcted, prompting threecentlyacquirel customers to departfurthernegatively
affecting revenues and profits.
Senior executiveagain demanded that somethiregdond either cut costs or find replacement
customers.
Solution
Surprisingly, the seoition was to suspend new saldhe chief information officer (CIO)
understood that:
1 Service operations were caught in a vicioysle with disastrous loagerm consequences
1 Customers were leaving due to a strategakness. Customers differentiated the vafue
security services tbugh service qualityStrategies based on cost and technology were
incorrect.
By re-focudng staff and budget on servioperations, the ganization repaired and rebuils
distinctive quéty capabilities for remainingustomers. Customer churn was édlt
The solution, viile painful in the short ternallowed the provider to break the vicious cycle
and pave adngterm strategy for regainingustomers. The countartuitive breakthrough
was based on (@) big picture view of serviceand (b) the precepf superior performance
versus competing alternatives
At the most simpledvel, a strategy is a plan tlaattlines how an @anization will meet a designed
set of objectives. As Wibe seen in this publicatiostrategies are rasehs simple as a sitgplan.
A strategy is a compkeset of planning activities mwhich an orgaization seeks to move from one
situation to anther in response to a numberimternal and external variables.
A service strategy spé#ically defines how a servicprovider will use servies to achieve the
businessoutcomes of itsustomers, thereby enabling teervice provider (Wether internal or
external) tomeet its objectives. ITIL Service Strategytlinesthe concepts necessdoydefine a
successful servicgtrategy, buspecificaly focuses on defining an I3ervice strategy.
An IT strategyfocuses on how an organizationiends to use and organize technology to meet its
business objectives. Ait strategy typically includean IT service strategy.
Fundamental aspects oftrategy



Carl von Clagewitz remarkediEverything instrategy is very simp, but that does not mean
thateverything is vey easy Strategic thought angiction can be difficult for the following
reasons:

1 Defining and executing even a simple stratdgyolves complex issues such as
organizationalmpact, uncertainty and conflicting prioritiaad objectives. Experience and
codes of practicalone are often not enough to deal with these.

1 They involve using complex analysis modelsatmalyse current pattesnproject future
trendsand then estimate the probability of each treadoming reality.

1 They focus on all factors regarding tlmeganization and its environment and the
interactions between them. The scope of egenple strategies can appear to be
intimidating,but it is still important to take these areas iatcount.

1 Since strategists are dealing with uncertaintyey may spend significant effort
investigatingthe underlying principles of the strategy, otdyfind that there is so much
uncertaintythatthey have to fall back on basic theory.

Using theory to support strategy

Theory is often discounted because of associatwitis the abstract or impractical. Theory,
however, igdhe basis of best practice. Engineers use the@ylte practical proleims. Investment
banks useortfolio theory to validate investments. Kmethods of Six Sigma are based on the
theories ofprobability and statisticdManagers rely on mental models that will asghem that
they will indeed achieve desiredtcomes. Trouke occurs when they use the wrangntal model
for the problem at hand. Whappears as unfixable or random often looks et because of a
misunderstanding of a process system. Without underlying principles, it is npbssible to
explain why a perfdty good solutiorfails in one instance after tremendous succeasather.
Strategy must enable servipeoviders to deliver value

A good business model describes the meangfdfing an organizatiods objectives. However,
without a strategy that irosne way makes service provider uniquely valuable to the customer,
there is little to prevent alternatives frahisplacing the provider, degrading its mission or
entering its market space. A service stratingyefore defines a unique approach for deilinger
better value. The need for having a service strateggt limited to service providers who are
commercial enterprises. Internal service provithesd just as much to have a clear perspective,
positioning and plans to ensure they remalevant to he business strategies of their
enterprises.

Customers continually seek to improve thrisiness models and strategies. They want
solutions that break through performance bariieasd achieve higher quality of outcomes in
business processes with litde no increase in cost.

Such solutions are usually made available throungiovative products and services. If such
solutionsare not available within a custondexisting spaof control, service contracts or value
network, theyare compelled to look edsvhere.

Service providers should not take for granted thesition and role within their custon@emplans
eventhough they have the advantage of bémgmbents. The value of services from a custéner
perspective may change over time duednditions,events and factors outside a proviger
control. A straggic view of service managemeameans a carafly considered approach to the
relationshig with customers and a statereddiness in dealgwwith the uncertainties in thalue
that defines that rationship.

A basic approach to deciding strategy



Imagine you have den given responsibility for aff organization. Thiorganization could be
internalor external, commercial or notfor-profit. Howwould you go aboulleciding on a strategy
to servecusbmers?

Firstly, ackhowledge that there exist otherganizations whse aim is to compete with your
organizatim. Even government agencies atdject to competie forces. While the value they
create can somates be difficult to define anheasure, thederces demand that an organization
should perdrm its mission better than tla¢ternatives as efficiently as possible.

Secondly, decide on an objective or estate thadifferentiates the value of what you do, or how
you do it, sothat customers do notepeivegreater value add be generated from any other
alternative. The fon of value may be monetary, imshigher profits ordwer expenses, or social,
as insaving lives or colleiing taxes. The differentiatiotan come in the fon of barriers to entry
such asyour organizatiofs knowhow of your customés business or the broadness of your
service offerings.

Or it may be in the form of raising switching cqstsch as lower i structures generated through
specialization or servicsourcing. Either ay, it is aneans of doing begdr by being different. This
is often expressed in the vision and missiamhich are importantn articulating how the service
provider differentates itself and provides uniquealue to its customers.

The basic premise ofewvice strategy is that serviggoviders must meet objectives defined in
terms of

their customei®busness outcomes while subject & system of constraints. In a world of
constrained

resources and capilities, they must hold thepositions agast comgting alternatives. By
understandinghe tradeoffs involved in itsstrategic choicg such as services to offerroarkets

to serve, an organization can better sensomers and outperform its competitors. gbal of a
service strategy can be summed wgry simply: superior performance versus competing
alternatives.

IT services

An IT service is a seice that is provided to one arore customers by an IT service provider. An
IT service isbased on the use of informatitechnology and supports the custai business
processes. It made up of a combination péople, processes and technology.

Core, enabling and enhancingervices
All services, whetér internal or external, can lh@ther classified in terms of how they relate to
one
another andeir customers.To illustrate ths in another context, the caservices of a b& could
be providing financiatapital to small ad medium enterprises. Valuedeeated for the baiik
customers only when thigank can provid financial capital in a timelynanrer (after haing
evaluated all the costs andk of financing the borrower).
Enabling services could be:

1 Aid offered by loan officers in assesswgrking capital needs and collateral

1 The applicatiorprocessing service

1 Flexible disbursement of loan funds

1 A bank account into which the borrower canelectronically transfer funds.
As basic factorsgnabling services only give tipeovider an opportunity to serve the customer.



Enabling services aneecessary for customers to ube core services satactorily. Customers
generallytake such servicder granted, and do not expéotbe additionall charged for the value
of suchservices. Examples of commonly offered enabling

services are service des payment, registraticend directory services.

In most marked, enabling services will allow theninimum requiements for operation, although
many provide théoundation for differentiatiorut it is the enhancing services that will provide
the differentiation gelf i the Gexcitement factd@ Examples of enhaitg services are more
difficult to provide, particudrly because they tend to drifver time to besubsumed into core or
enablingservices. In otér words, what is exciting to@stomer todaydcomes expected if it is
alwaysdelivered.

An examplds the preision of a broadbanthternet service in a hotel room. A few years ago
the provision of a chargeable broadband semviigght have been regarded as a differentiator (this
hotel offers this swice, other comparative hotals not). As morerad more hotelstarted to offer
this service, customersame to regard it as esseniiado it becameraenabling service. Hotels
thenstarted to offedfreedbroadband internet servicieso for a time thé was an enhancing service,
but that is now mor&eommon, and is wjckly becominga necessary (antius enabling) service.
For someravellers this seige has actually become parttbge core, in th same way, say, as an
ensuitebathroom.

Value

The value of a seiwe can be considered to be theel to which that sefee meets a custonisr
expectations.tlis often measured by how mutie customer is willingo pay for the service,
ratherthan the cost of the service or any otherimsic attribute of the service itself.

Unlike products, sefges do not have much mmsic value. The valu®f a service comes from
what itenables someone tlo. The value of a servicenst determined bthe provider, but by the
persorwho receives it because they decide what theyl do with the ®rvice, and what type of
returnthey will achieve by using the servideollowing this reasoning, the characteristics of
value are:

1 Value is defined by customerdo matter hownuch the service provider advertises the
worth of their services, the ultimate decision abatiether that service valuable or not
restswith the customer.

1 Affordable mix of features It is possible tanfluence the customé perception of value
through cormunication and negotiation, bthat still daes not change the fact that the
customer will stl make the finalchoice abouwhat is valuale to them. A good sales
personcan cmvince a customer to change fhrerities influencing their purchaseytithe
customer will sedct the service or product thapresents the bemix of features at the
pricethey are wiling to pay.

1 Achievement of objectivesCustomers do nadlways measure value in financial terms,
eventhough they may indicate how much they jrepared to pay for a service that helps
them torealize the desired outcome. Many serviceshatedesigned tproduce revenue,
but to meesome other organizational objective, sucB@sal responsibility programmes,
or humanresource management. While commerciaanizations tend to measure most
services byiinancial returns, government organizatiagesd to faus on other objectives.
For examplepolice might focus on reduction in crimeapprehension of criminals; social
welfaredepartments might focus on the amountuniding disbursed to needy families; a
mountain rescue organization might focustbe numler of people warned about, or
rescued from, avalanches.



1 Value changes over time and circumstancé/hat is valuable to a customer today might
not be valuable in two years. As each custoetanges to meet the challenges of their
environment, so too do theservice needs andhlues. For example, retail outlets might
focuson selling a higher percentage of luxury goatien the economy is good, but during
arecession they shift the focus to budget prodines and fewer luxury goodServices
contribute valudo an organization onlwhen their value is perceived to be higher than
the cost of obtaining the service. Therefosederstanding the value of IT requires three
piecesof information:

1 What service(s) did IT provide?If IT is only perceived as managingset of servers,
networks and PCs it will be very difficult for thmustomer to understand how these
contributedto value. In order for a customer to calculdtte value of a service, they must
be able todiscern a specific, discrete service and linklirectly to specific business
activities andoutcomes. For example, an IT organizatedems that application hosting
delivers value tadhe business. The business, however, doekmmt what application
hosting is, or whaapplications are hosted. If th€ brganizatiorwants to communicate its
value, it must be abl® identify what the customer actuapgrceives, and then link their
activities to thaservice. The service portfolio, and the serngatlogue in particular, will
help IT to quantifythis.

1 What did the service(s) achieveThe customewill identify what they were able to do
with the service, and just how important that wathtam and their organization.

1 How much did the service(s) cost or what is the price of the service(s)2When a
custoner compares the cost or price of a service withat the service enabled them to
achieve, thewill be able to judge how valuable the sernvatually was. If IT is unable to
determine thecost of the service, it will be very difficult fahem to claim tht they
delivered value, andery difficult for the customer to perceive IT @sluablé .

Creating value

Calculating the value of a service can sometimestieghtforward infinancial terms. For
example, a&ustomer needs a saw® to support the sellingf anew line of produts. If the service
does what isequired, and its cost doast negatively impadhe profitability ofthe product line,
and the priceemains competitivethe customer will most likelperceive it to be valuablén
instances wherthe outcomes are not financitis harder to quatify the value although it may
still be possible tgualify it. For example, a citmanagement deganent needs a service to enable
them to track trafi in a city centre so that thean adjust traffisignals to improve the flow of
traffic. If the service enables them to do this, drfitis within the cityés budget, it will most likely
beperceived to be valuable.

However, therés more to value than just tifienction of the service and its cost. Vahmeds to
be defined in terms of three areas: the busioegmes achieved, the custofsereferences and
the customds peaception of what was delivered.

Value is defined noonly strictly in terms of theustomets business outcomes; it is also highly
dependenon customds perceptions anpreferencesPerceptions are influenced aitributes of
a servie, present or prior experiencegh similar attributes and relative capability obmpetitors
and oher peers. Perceptions are dlftuenced by theustomeds selfimage or actugbosition in
the maket, such as those of beingianovator, marketdader and riskaker. The valuef a service
takes on many forms, and custombawve preferences influenced by their perceptions.

The preferences drper@ptions of customers widlffect how they differentiate the value of one
offering orservice provider over anoth@ihe more intangible the value, the more important



the definitions and differentiation of valugecome. Cusimers are reluctant to buy whtrere is
ambiguity in the causand-effect relationship betwen the utilization of a servicand the
realization of benefits. The servigarovidersneed to provide customers withformation to
influence their perception of valugy influencingperceptionsand responding tpreferences.
Understanding customer perception of value

Although a servic@rovider is not able to decidie value of a serge, it is able to influence how
the value othe service is perceived by thestomersThis could béased orwhat hie customer
has heard about tlservice, or the fact that the customer is curresiing the activy themselves,
or some previousxperience of that or a similar service.

The referencealue may be vaguely definedlmased on hard fact&n exampé of reference value
is the baseline thatustomers maintain on the cadtin-house functions or seoas (the DIY, or
do-ityourself, strategy).It is important for the servicprovider to undrstand and get a sense of
whatthis referencevalue is. This ray be obtainethrough exterige dialogue with the customer,
prior experience with the sanog a similar customeor research and analysis available in the
market.

Service providers

Grhere is no such thg as a service industry. Theaiee only industres wose service components
are greater or less than those of other industries.

Everybody is in servic@Professor Emeritu§heodore Levitt, Harvard Business School

It is necessaryotdistinguish between differetytpes of service provider. While most aspeifts
service managemerapply equally to all types o$ervice provider, otheraspects such as
customersgontracts, competdn, market spaces, revenue atréhitegy take odifferent meanings
depending onthe specific typeThere are three main typessafvice provider:

Yy yType IT internal service provider

Yy yType IIT shared services unit

y yType lll'T external service provider.

For the sake of simiity each one is defined beloas if it were the only option used in a single
organization. In rality most organizations havecmbination of IT service providers. Irsmgle
organization it ipossible that some IT units atedicated to a singlbusiness unit, others provide
shared sevices and yet others have bemrnsourced.

Type | (internal service provider)

customergype | providersre service providers that atedicated to, and often embedded within,
an

individual bwsiness unit. The business urthiemselves may be part of a larger enterprise or
parent organization. Business functions sudimasce, administration, logistics, human resources
and IT provide servicequired by various parts tfie business. Hey are funded by overheads
andare requiredo operate strictly within thenandates of the busss. Type | providers have the
benefit of tght coupling with their owneravoiding certain costs and ks associated with
conducting business with external parti8gice Type | setice providers are dedicateddpecific
business ums they are required to have iardepth knowledge of the busiss and its goals,

plans and operations. They are usually higbpecializel, often focusing on designing,
customizing and qporting specific applicationgr on supporting a specific type of business
process.

The primary objectes of Type | providers arto achieve functional eoellence and cost
effectivenesgor their business uts (Goold and Campbell, » ). They specialize in seing a
relatively narrow set obusiness needs. S&es can be highly customizexhd resources are



dedrcated to providingrelatively high sevice levels. The governance amdministration of
business functions are relativedraightforward. Thelecision rights are restrictéa terms of the
business unis strategies andperating models. The general mag@gofbusiness us male all
key decisions such as tpertfolio of servies to offer, the investmentsdapabilities ad resources
and the metrics fomeasuring performance and outcomes.

Type | providersoperate within internal markepaces. Their gwath is limited by he growth of
the business unit tigebelong to. Each business u(@iU) may have its wn Type | provider. The
succes®f Type | provicrs is not measured in termsreffenues or praf because they tend to
operateon a costecovery bas with internal fuding. All costs are bornley the owning business
unit orenterprise.

Each IT unit is dedicated tosingle businesmit, and delivers specializeérvices to thebusiness
unit only. Competition for Ty | providers is from providersutside the bsinessunit, such as
corporatebusiness functios) who wield advantages suchsaale, scope amautonomy. In general,
serviceproviders serving more than one custonameimuch lower risk ®market failure. With
multiple sources of denmal, peak demand from onewscecan be offset byow demand from
another. Theres duplication andvaste when Type | providers aeplicated within thenterprise.
This is especiallyrue when multipleousiness units need to use déuat is maintaing by other
business units. Thiresults in duplicatior{in which no two data sets atiee same) or aoplex
system integration, whicbften results in performance issues, and difficulties

in mantaining currency of system$o leverage ecomies of scale and scope, Typprbviders
areoften consolidated into a corporatasiness functiowhen there is a high degreesuilarity

in their capailities and resources. At thisvel of aggregation Type | providers balaecgerprise
needswith those at the business ulatel. The tradeffs can be complex and requirsignificant
amaunt of attention and control ksenior executiv® As such, consolidated Typeoviders are
more appropriate wheasses oéssets such as IR&D, marketing or manufacturingre at the
core of the organizains competitiveadvantage and therefore need careful control.

Type Il (shared services unit)

Functions such asnfance, IT, human resources aodistics ae not always at the core of an
organizatiolds conpetitive advantage. Hence, theged not be miatained at the corporate level
where they dmand the attention of the chiexecutivés team (Goold and Campbelly ).
Instead, the services of such shdtatttions areconsolidated into an autonomous special unit
called a shared services unit (SSU)

The model in Figire, =  allows a more devolvedoverning structe under which SSUs can
focus onserving business usifas direct customers. SSUs cagate, grow andustain an internal
market fortheir services and adel themselves along the lineEservie provides in the open
market. Likecorporate busirss functions, they can leveragpportunities across the enterprise
and spreatheir costs and sks across a wider base. Unldaporate busiess functions, they have
fewerprotections under the banr@rstratgic valueand core competence. They are subject to
comparisons with x@ernal service providers whodmisiness practicegperating models and
strategieshey must emulate and whose performance sheyld approximate, if not exceed.
When usingtie termType II, this publicdion refers primarily to the I'SBervice provider (whether
it is part of an SSU or separate department).

Customers of Typ Il are business units undec@porate parent, common stakeholders and an
enterprisdevel stategy. \\hat may be subptimalfor a particular bsiness unit may be justified
by advantages reapetitae corporate level for whidhe business unihay be compensated.
Type |l canoffer lower pries compared to external servim@viders byleveraging corporate



advantageinternal agreements and accounting policies. With the autonomy to functi@n like
business unit, Typk providerscan make decisions outside ttanstraints of busineaunit level
policies. They castandardize their séce offerings acrossusinessinits and use mketbased
pricing to influencalemand patterns.

A successful Type llexvice provider can find itselh a position where its able to provide its
servicesexternally as well asternally. In these cases thage both Type Il andype Il service
providers. Inthese cases isiimportant to make a strategiecision to prowe services both
externally andnternally, and to set up the appropriajevernance and magement structures.
This is notjust a case of delivering existiisgrvices externally.

Strategic and gvernance decisions include hdiae organization will amount for the revenue,
whether the IT gganization will be divided intbwo units (one irgrnal and one external), how IT
will sell its servces, ensuring that thagiginal objectives of the seice can still be met, while at
the same time expanding thase to externatustomers (e.g. who gets priority when there are
capacity issues?).

Some business usitmay not be satisfied with th&ype Il provider, gher becase their
expectationfiave not been pritized by the overall business; because they adéssatisfied with
some aspeodf the service qualt If these business units hafiending, theymay attempt to
compete with th€ype Il providerdirectly by creatig @dogueéor GshadowdIT organizations within
the business unit.

This is a governance issuand is often nanforced by the organizatiG®executives since the
service structuref the organization is not walinderstood. This should not be confusedwit
formal hybrid servie provider, in which Type | anidl service providers cexist within the same
organization, onedicusing on shared services, dhe other focusing on Bldpecific applications
andservices.

In a hybrid Type land Il context, a keyequiredcompetencys to be able to meet competing
priorities and keep close to those departmentsavbamot getting pority and to work with them
to set expectatiomand provide what services g@ssible within their budgets.

Industryleading shared seices units havesuccessfully ben spun off by their parents as
independent businesses quating in the externaharket. They bcome a source of revenues from
the initial chater of simply providing a costdvantage.

Type Il (external service provider)

A Type lll service proider is a service provider thatovides IT services to external customers.
The business sdtegies of customers sometinmeguire capabilities ealily available from a Type
lll provider. The additionaisks that Type Il providergsssume over Typé and Type Il are
justified byincreased flexibility and freedom tagsueopportunities. Type 11l providers can offer
competitive pries and drive down unit costs bgnsolidating demand.

Certain businesstrategies are not adequatedy\ed by internal ervice providers such as Type |
and Type Il. Customers may pursueremyg strategiesequiring services from externatoviders.
The motivation may be accesskimowledge, experience, scale, scope, capabilities

and resources thate eithebeyond the reach dfe organization orudside the scope of a carefully
considered investmemortfolio. Business strategiedten require redttions in the asset base,
fixed costs and operatiohasks, or the redeployment 6hancial assets.

Competitve bushess environments often requaestomers to have flexible and lean structure
In such cases it is et to buy services rather thawn and operatthe assets necessary to
executecertain business fictions and processes. For sgastomers, Typ Il is the best choice
for a given sebf services.



The experience dfype Il providers is often ndimited to any one enterprise or market. The
breadth and depibf such experience is often thimgle most distinctive source of value for
customersThe breadth comes from servingultiple types of customer or market. The depth
comes from serving multiples of the same type.

From a certain pepgctive, Type Il providers ar@perating under an extended laiggale shared
services model. Thegssume a gréer level of riskfrom their custorars compared to Type | and
Type ll. But their capabilies and resources are sharedhmsir customer$ some of whom may
be rivals. Thismeans that rival glomers have access to the sdmedle ofassets, thereby
diminishing anycompetitive dvantage those assets bestowsddhe same timelype 1l service
providers havereater freedom toegect the business they wdnotbe in. They are dbto define
their portfolio ofservices as narrowlyr as broadly as they wiséindto decide not to &ér certain
type of service, oengage with certaitypes of customer. This allovisem to be more agile and
allows them to turraway business that might be riskf. further aspect offype Il service
providers alsmeeds to be notetMany Type Il service providensrovide specific cagalities or
activities that aresed by a Type | or Il service provide supportheir services. Fagxample, an
IT organization magngage server admstration services, so that thegn focus on mnaging the
applications.
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The objectives of servicalesign
The main objective of the service design stage can be defined as:
The design of appropriate and innovative IT services, including their architectures,

processes, policies and documentation, to meet current and future agreed business
requirements.

There are five individual aspects of service design. These are:
..New or changed services

..Service management systems and tools, especially the service portfolio, including the
service catalogue

..Technology architecture and management systems
..Theprocesses required
..Measurement methods and metrics

The service design stage of the lifecycle starts with a set of new or changed business
requirements and ends with the development of a service solution designed to meet the
documented needs of thadiness. This developed solution is then passed to service transition
to evaluate, build, test and deploy the new or changed service.

Other objectives include:

..Design services to satisfy business objectives, based on the quality, compliance, risk and
security requirements, delivering more effective and efficient IT and organisation solutions
and services aligned to organisational needs



..Design services that can be easily and efficiently developed and enhanced within appropriate
timescales and costs@nwherever possible, reduce, minimise or constrain the long term
costs of service provision

..Design efficient and effective processes for the design, transition, operation and improvement
of high quality IT services, together with the supporting togystems and information,
especially the service portfolio, to manage services through their lifecycle

..Design secure and resilient IT infrastructures, environments, applications and data/information
resources, and capability, that meet the current andefneeds of the organisation

..Design measurement methods and metrics for assessing the effectiveness and efficiency of the
design processes and their deliverables

..Produce and maintain IT plans, processes, policies, architectures, frameworks anendecu
for the design of quality IT solutions, to meet current and future agreed organisation needs

.Assist in the development of policies and standards in all areas of design

..Develop the skills and capability within IT by moving strategy and desigwites into
operational tasks, making effective and efficient use of all IT service resources

..Contribute to the improvement of the overall quality of IT service within the imposed design
constraints, especially by reducing the need for reworking ahdneing services, once
they have been implemented in the live environment

Value to the organisation of service design

../Agreeing service targets across the whole organisation, ensuring critical business processes
receive most attention

..Measuring IT gality in these business terms, reporting what is relevant to users (e.g. customer
satisfaction, business value)

..Appropriate mapping of the IT infrastructure to the business processes
..Providingend to endusiness focused performance monitoring aedsarement
..Periodic reporting against targets

Reduced Total Cost of Ownership (TCO)

..Improved quality of service

..Improved consistency of service

..Easier implementation of new or changed services

..Improved service alignment

..More effective setice performance

..Improved IT governance

..More effective service management and IT process

..Improved information and decision making

The four Ps of service design

ITIL, in particular service design, is built primarily upon the four Ps.



Process Products

( Partners )

x/

In order todeliver the benefits of service management and ITIL, thd®eneed to overlap each

other, a popular misconception is tha® will fix all the rest, and many organisations believe

this is theproduct There has to be a balance of aP's to ensure theght mix for the

appropriate design.
Many designs, plans and projects fail through a lack of preparation and management. The
implementation of ITIL service management as a practice is about preparing and planning the
effective and efficient use of theuoPs: the People, the Processes, the Products (services,
technology and tools) and the Partners (suppliers, manufacturers and vendors).

Service design processes
..Service level management
..Capacity management
..Availability management
.IT service catinuity management
.Information security management
..Service catalogue management
..Supplier management

Service level management

Why have service level management?

As organisations become increasingly dependent on IT, they demand a higherodjsalityce.

By creating an IT service management strategy, organisations are able to maximise end user
productivity, improve operational effectiveness and enhance overall business performance.
Additionally, the effort creates a forum for communication leetwthe IS organisation and the
business units. Also an ITSM strategy provides the basis for integrating IT measurement into
operational and strategic IT management. In most cases, however, service management is not
well defined or not defined at all.



Sewice level management principles form the basis on how to contribute to an ITSM culture to
ensure that the right services with the appropriate quality are delivered, at the right cost to end
users.

Although Service Level Management (SLM) is focused hganl CSlI, this process also plays a
major part in the service design book, especially its involvement in service catalogue
management and supplier management.

The objectives of service level management

To maintain and improve IT service quality, throwgbonstant cycle of agreeing, monitoring

and reporting upon IT service achievements and instigation of actions to eradicate pooi service
in line with business or cost justification. Through these methods, a better relationship between
IT and its customefusers can be developed.

..Define, document, agree, monitor, measure, report and review the level of IT services
provided

..Provide and improve the relationship and communication with the business/customer
..Ensure that specific and measurable targetsleveloped for all IT services
..Monitor and improve customer satisfaction

..Ensure that IT and the customers have a clear and unambiguous understanding of the level of
service to be delivered

..Ensure that improvements to the levels of servicenpéemented wherever the service is failing,
and the that these improvements are cost justified



Establishing SLM Implement SLAs
_ ]
(Plannlng ) Gnterface with Service Catalogue
—Gmplementation ) (Draft SLAs
(Negotiate SLAs )
(Review UCs. OLAs & other SLAs )
(Agree SLAs )

Ongoing Process

(Monitoring )

(Reporting )
(Reporting )

Periodic Review

(Review SLM Process)
(Review SLAs. OLAs, UCs)

The activities of service level management

Identification

../Analysing current services and service level requirements

..Recording the current service gigion in a service catalogue
Definition
Matching and customising (with the customer) of the right service provision against the right
costs:

..Service catalogue

..Demands of the customer (service level requirements)
Agreement (defining and signing SIAs)

..Service Level Agreements, supported by: Operational Level Agreementsgjodnd

underpinning contracts

Monitoring

..Measuring the actual service levels against the agreed service levels
Reporting

..Reporting on the service provision (to thetonser and the IT organisation)
Evaluation (review)

..Evaluate the service provision with the customer



..Match and customise: adjust service provision if required? (service improvement
plan/programme, service quality plan)

..Match and customise: adjuSLA if required?

The Terminology of service level management

SLR (Service Level Requirements)
..Detailed recording of the custom@&ngeds
..Blueprint for defining, adapting and revising of services

Service spec sheets (service specifications)
..Connetion between functionality (externally/customer focused) and technicalities
(internally/IT organisation focused)
Service catalogue
Service level management must ensure that a service catalogue is produced, maintained and
contains accurate information alt operational services and those ready for deployment. A
service catalogue is a written statement of all current and available IT services, default levels and
options.
SLA (Service Level Agreement)
The written agreement between the provider and temer (organisation representative).

Service level achievements
The service levels that are realised.

SIP (Service Improvement Plan)

This is a formal plan or program that is developed when the IT service provider is not currently
delivering a servicéhat meets the legitimate Service Level Requirements §§LdR the

business representative or when greater cost effectiveness is achievable. The SIP should include
clear milestones, which will enable the business representative to judge whether oelyot tim
progress is being made.

SQP (Service Quality Plan) not specifically an SLM term, but strategically linked

This plan underlies the service strategy, detailing the internal targets to be achieved within an
agreed period, typically one to two yeartsjrprove agreed service levels and the business
perception of service quality:

..Management information for steering the IT organisation
..Process parameters of the service management processes and the operational management
..Key performance indicater

zzIncident managementresolution times for levels of impact

zzChange managemeénprocessing times and costs of routine changes

OLA (Operational Level Agreement)
A written agreement with another internal IT department to support the SLA.

UC (Underpinning Contract)
A written agreement with an external IT supplier.



Capacity management

Why have capacity management?

Every application makes its own demands on the IT environment. Some are unavoidable, such as
the continuing spread of applications fanterprise Resource Planning (ERP), supply chain
management or human resources management. Also, new applications are emerging (e.g. those
employing multimedia content) that will impact IT with their heavy demands for bandwidth.
Finally, additional apptiations are required to support the growing IT infrastructure of an
organisation (e.g. remote storage of back up data).

Failure to consider these issues will lead to negative effects on the business, as the capacity of the
IT environment simply does notatch the requirements of the business.

..Balancing costs and supply against demand
..Balancing costs against resources needed

The objectives of capacity management

The capacity management process understands the business requirements (the reqo@ged serv
delivery), the organisati@s operation (the current service delivery) and the IT infrastructure (the
means of service delivery). It ensures that all the current and future capacity and performance
aspects of the business requirements are provideeftestively.

The activities of capacity management

Business capacity managementThis subprocess is responsible for ensuring that the future
business requirements for IT services are considered, planned and implemented in a timely fashion.
This can beachieved by using the existing data on the current resource utilisation by the various
services to trend, forecast or model the future requirements. These future requirements come from
business plans outlining new services, improvements and growth imgsetvices, development

plans etc.

Service capacity managementThe focus of this suprocess is the management of the
performance of the live, operational IT services used by the customers. It is responsible for
ensuring that the performance of all\gees, as detailed in the targets in the SLAs and SLRs, are
monitored and measured, and that the collected data is recorded, analysed and reported. As
necessary, action is taken to ensure that the performance of the services meets the business
requirementsThis is performed by staff with knowledge of all the areas of technology used in the
delivery of end to end service, and often involves seeking advice from the specialists involved in
resource capacity management.

Component capacity managementThe focis in this sukprocess is the management of the
individual components of the IT infrastructure. It is responsible for ensuring that all
components within the IT infrastructure that have finite resource are monitored and measured,
and that the collected darecorded, analysed and reported. As necessary, action must be
taken to manage the available resource to ensure that the IT services that it supports meet the
business requirements.



Iterative activities (performance management)

A

Tuning

hJ

Implementation Analysis

h

» Monitoring

W

Resource Resource
Utilisation SLM Thresholds Excepllon Utilisation
Thresholds Hzpidis ExceptionReports
Capacity
Management
Database
(CDB)
..Analysis

..Tuningi Modifications made for better utilisations of current infrastructure (under the control
of change management)

..Implementation
..Monitoring

Other capacity activities

..Demand managemeinfims to influence the use of capacity, perhaps by incentipemalty,
in circumstances where unmanaged demand is likely to exceed the ability to deliver.
Demand management is achieved by assigning resources according to priorities.

..Application sizing Determining the service level, resource and cost implicatdany new
application or any major addition or enhancement to an existing application.

..Modellingi A set of tools and techniques used to predict the performance of a specified system
under a given volume and variety of work. Modelling is used toigréte availability and
performance of services.

..Capacity management databaddsed by all activities in the process for storage of capacity
data e.g. technical, business, financial, service and utilization data.
..Capacity plari development and matenance the capacity plan predicts demand for IT
services and outlines the resources needed to meet this. It will contain costed possible scenarios
for IT services together with a recommended option.
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Availability management

Why have availability margement?

Gartner research shows that people and/or process failures directly cause an averagé of
mission critical application service downtime. The other is caused by technology failure,
environmental failure or a disaster. The complexity o&ya&l IT infrastructure and applications
makeshigh availabilitysystems management difficult. Applications requiring high levels of
availability must be managed with operational disciplines (including network monitoring,
systems management activities eto.avoid unnecessary and potentially devastating outages.

The objectives of availability management

To optimise the capability of the IT infrastructure, services and supporting organisation to
deliver a cost effective and sustained level of availalili#y enables the business to satisfy its
organisatiods objectives.

The activities of availability management

Proactive activities
..Ensure that appropriate design and planning of availability takes place for all new services
..Planning, design and jpnovement of availability
..Providing cost effective availability improvements that can deliver business and customer
benefits
..Ensuring agreed level of availability is provided
..Produce and maintain an availability plan

Reactive activities
..Monitoring, measuring, analysis and management of all events, incidents and problems
involving unavailability
..Continually optimise and improve availability of IT infrastructure services
..Assisting security and ITSCM in the assessment and management of risk

/| +



../Attending CAB as required

Determining availability requirements

Input from service level management. The Service Level Manager discusses with the client what
their needs for service are (service level requirements). Based on these requirements, the
Availability Manager can determine the availability requirements.

Determining vital business functions (VBIFEs)

Some organisatida processes are more critical than others. IT systems that support VBFs
should have higher availability expectations and thE@piate systems and support to achieve

and sustain these higher levels at critical times which have been agreed and documented in the
SLA.

Business impact analysis

A formal analysis of the affect on the business, if a specific set of IT serviced anaitable. It

will also identify the minimum set of services that an organisation will require to continue

operating.

..Risk analysis management (input for IT service continuity managein#éns) activity

involves trying to identify the impact to theidiness of service unavailability. It is part of
our risk analysis and risk management activities. The outcomes of these activities are
utilised in various processes: availability management, IT service continuity management
and information security managent.

Defining availability, reliability and maintainability targets
Input for Service Level Agreements (SLAS) and other contracts. Based on the first three steps,
we are now ready to create the achievable and sustainable availability targets. o dader t
this, we need to get input from all technical areas within the IT group. (as well as suppliers).

Monitoring and trend analysis
..MTBF (Mean Time between Failures)
..MTBSI (Mean Time between System Incidents)
..MTRS (Mean Time to Restore Services)
..Planned downtime, unscheduled downtime, extended (excess) downtime
..Frequent (scheduled) backups

Root cause analysis of low availability
..Relationship with the problem management process

Producing and maintaining an availability plani This plan has to be updated at least once
every year!

Reporting

The techniques of availability management
..SOAT Service Outage Analysis
..SPOF Analysi$ Single Point of Failure Analysis
..CFIAT Component Failure Impact Analysis
..TOPT Technical ObservatioRost
..CRAMM i1 CCTA Risk Analysis Management Method

I,



..FTAT Fault Tree Analysis

The terminology of availability management

Availability : Key indicator of the service provided. It should be defined in the Service Level
Agreement.

Reliability : Reliability of the service is made up out of the reliability of service components and
the resilience of the IT infrastructure.

Serviceability: Contractual arrangements with third parties in regards to maintenance.

Maintainability : The ability of the IT group tanaintain the IT infrastructure in operational state
and available according to the agreed service levels.

Security: Confidentiality, Integrity and Availability (CIA) oflata
Resilience The ability of individual components to absorb or be flexiblenres of stress.

Avalilability relationship with other processes
The connection between incident management (detection), problem management (diagnosis),
change management (repair time) and availability management is shown in the following

diagram:
Mean Time To Reslore Sewvice K|
(MTRS)
Mean Time To Repair | Closure
(MTTR) ]
Detection Repair Restoration Detection

[ lL

Occurrence | Diagnosis Recovery

Mean Time
} Belween Fallures

I Mean Time Between System Incidents
| (MTBSY)

The folowing metrics are commonly used in availability management:

..Mean Time to Restore ServideMTTRS: average time between the occurrence of a fault and
service recovery (or the downtime)

..Mean Time Between FailurésVITBF: mean time between the recoyéom one incident and
the occurrence of the next incident

..Mean Time Between System Incident¥ITBSI: mean time between the occurrences of two
consecutive incidents. The MTBSI = MTTR + MTBF

The ratio of MTBF to MTBSI shows if there are many minorti&or just a few major faults.
Availability reports may include the following metrics:

..Rate of availability (or unavailability) in terms of MTRS, MTBF and MTBSI
..Over all uptime and downtime, number of faults



..Additional information about faults w¢h actually, or potentially, result in a higher than
agreed unavailability

IT service continuity management

Why have IT service continuity management?

As technology is a core component of most business processes, continued or high availability of
IT is critical to the survival of the organisation as a whole. This is achieved by introducing risk
reduction measures and recovery options. Like all elements of ITSM, successful implementation
of ITSCM can only be achieved with senior management commitmenhearsdipport of all

members of the organisation. Ongoing maintenance of the recovery capability is essential if it is
to remain effective. The purpose of ITSCM is to maintain the necessary ongoing recovery
capability within the IT services and their sugpay components.

The objectives of IT service continuity management

The objective for ITSCM is to support the overall business continuity management process by
ensuring that the required IT technical and services facilities (including computer systems,
networks, applications, telecommunications, technical support and service desk) can be
recovered within required, and agreed, business timescales.

The activities of IT service continuity management

» Policy setting
Initiation Scope
Initiate a project
1 Business Impact Analysis
Requirements > Risk Assessment
and Strategy IT Service Continuity Strategy
l Develop IT Service Continuity Plans
e Develop IT plans, recovery plans & procedures
Implementation » Organisation Planning
‘ Testing strategy

—1- __ Education, awareness and training
On going _ Review and audit
Operation " Testing
Change Management

The diagram, on the previous page, shows the four stdgd@SCM, incorporating each of the
activities that take place to ensure that IT organisations are as prepared and organised as possible
in the event of a disaster situation. Stage really an activity that has to be done by the business,

so IT can figire out what it is that BCM do? The IT organisation has to provide details with how



they will support this BCM by the continuation of delivery of IT services in times of crisis and
disaster.

Two of the major data sources for ITSCM are developed withininegent and strategy,
including business impact analysis and risk assessment.
Stage : initiation

..Link with business continuity plan

..Policy setting

..Terms of reference and scope

..Allocate resources

Stage : requirements and strategy
..Input rom availability management and security management (risk assessment)
..Business impact analysis
..Discuss recovery options (link to SLM)
Stage, : implementation
..Write continuity plans, including:
zzEmergency response plan
zzDamage assessment plan
zzSalvage plan
zzCrisis management and PR plan
..Implement standby arrangements
..Implement recovery options
..Test the plans
..Develop and implement procedures and working instructions

Stage, : operational management
..Link ITSCM to change managenteo keep plans and recovery options up to date
..IT staff need to be aware and trained to use the plans
..Continuous improvement of the process through review and testing

Risk analysis technique
Risk Analysis and Management Method (CRAMMA phase@pproach:
..Identify components
..Analyse the threats
..Assess the vulnerabilities
..Evaluate threats and vulnerabilities to provide an estimate of the risks

The terminology of IT service continuity management

Recovery options:
Do nothing: sometimeshe business can function without this service.

Manual work around : administrative actions, takes lot of resource to enter data back into
systems.
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Reciprocal arrangements agree to use the infrastructure of another organisation, especially
for batch proessing.

Gradual recovery (cold standby. an empty room available (in house or outsourced service),
mobile or fixed, where IT infrastructure can be rebuilt. (Takes longef thaours to recover).

Intermediate recovery warm standby. a contract with a thd party/supplier recovery
organisation to use their infrastructure in a contingency situation. Backup tapes should be
available at the crisis site at all times. (Taketo® | hours to recover).

Fast recovery fot standby: this option (sometimes refed to ashot standbyprovides for fast
recovery and restoration of services, and is sometimes provided as an extension to the
intermediate recovery provided by a third party recovery provider.

Where there is a need for a fast restoration of a servisgassible taentfloor space at the
recovery site and install servers or systems with application systems and communications already
available, and data mirrored from the operational servers. In the event of a system failure, the
customers can thenaaver and switch over to the backup facility with little loss of service. (This
typically involves the reestablishment of the critical systems and services withinreour
period).
Immediate recovery (also known ashot standby. a full duplication of sgtem (minus
components) for instantaneous recovery. This option (also often referrechdd stendby
mirroring, andload balancingpr split sitd provides for immediate restoration of services, with
no loss of service. For business critical servicagamisations requiring continuous operation
will provide their own facilities within the organisation, but not on the same site as the normal
operations. Sufficient IT equipment will loeal locatedn either an owned or hosted location
to run the completservice from either location in the event of loss of one facility, with no loss
of service to the customer. The second site can then be recovered whilst the service is provided
from the single operable location. This is an expensive option, but may ifiegust critical
business processes or VBFs where -awgailability for a short period could result in a
significant impact, or where it would not be appropriate to be running IT services on a third
partyés premises for security or other reasons. Thditiacieeds to be located separately and
far enough away from the home site, that it will not be affected by a disaster affecting that
location. However, these mirrored servers and sites options should be implemented in close
liaison with availability managment, as they support services with high levels of availability.

Information security management

Why have information security management?

ISM needs to be considered within the overall corporate governance framework. Corporate
governance is the set adgponsibilities and practices exercised by the board and executive
management, with the goal of providing strategic direction, ensuring the objectives are achieved,
ascertaining the risks are being managed appropriately and verifying that the eiierprise
resources are used effectively. Information security is a management activity within the
corporate governance framework, which provides the strategic direction for security activities
and ensures objectives are achieved. It further ensures that the trdorsegurity risks are
appropriately managed and that enterprise information resources are used responsibly. The
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purpose of ISM is to provide a focus for all aspects of IT security and manage all IT security
activities.

The terminformationis used as general term and includes data stores, databases and metadata.
The objective of information security is to protect the interests of those relying on information,
and the systems and communications that deliver the information, from harm resulting from
failures of availability, confidentiality and integrity.

The objectives of information security management

The goal of the information security management process is to align IT security with
organisation security and ensure that information security istie#éy managed in all service
and service management activities.

Security objectives in most organisations are met when:

.Information is available and usable when required, and the systems that provide it can
appropriately resist attacks and recoventror prevent failures availability

.Information is observed by, or disclosed, to only those who have a right to know
(confidentiality)

.Information is complete, accurate and protected against unauthorised modification (integrity)
..Business transacins, as well as information exchanges between partners, can be trusted
(authenticity and nonepudiation)

Security controls

Preventive
..Preventing security incidents from occurring

Reductive
..Taking action to reduce the damage caused by securitieimtsi

Detective
..Detecting security incidents quickly

Repressive
..Preventing further occurrences of a specific security incident

Corrective
..Having tested plans to recover from security incidents

The activities of information security management
..Production, review and revision of an overall information security policy and a set of
supporting specific policies
..Communication, implementation and enforcement of the security policies
..Assessment and clarification of all information assets acdrdentation

..Implementation, review, revision and improvement of a set of security controls and risk
assessment and responses

..Monitoring and management of all security breaches and major security incidents
..Schedule and completion of security revse audits and penetration tests
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MAINTAIN

Learn

Improve
Plan
Implement
CONTROL
Organise
Establish framework
Allocate responsibilities
EVALUATE

Internal audits
External audits
Self assessments

Security Incidents

The information security policy

..This covers all areas of security, including:

PLAN
SLAs
Underpinning Contracts
OLAs
Policy statements

IMPLEMENT
Create awareness
Classification and registration
Personnel security
Physical security
Networks, applications, computers
Management of access rights
Security incident procedures

KIS RIS

Use & misuse of IT
Assets

Access Control
Password Control
E-Mail use

Internet use

Anti Virus Policy
Classified Information
Policy

Document Classification
Remote Access Control
Supplier Access Control

isposal Policlv .
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This must be followed by everyone!

Information security management terminology

Confidentiality 1 protecting information against unauttsed access and use.

Integrity T accuracy, completeness and timeliness of the information.

Availability 7 the information should be accessible at any agreed time. This depends on the
continuity provided by the information processing systems.

Security baselinei The security level adopted by the IT organisation for its own security, and
from the point of view of goodue diligence

Security incidenti any incident that may interfere with achieving the SLA security requirements;
materialisation of a thed.

Verifiability T ability to verify that information is used correctly and that security measures are
effective.

Security baseline the security level adopted by the IT organisation for its own security and from
the point of view of goodlue diligence

Information security management relationship with other ITIL processes
..Information security management sets policy for all other processes
..Availability management performs risk assessment for Confidentiality, Integrity and
Availability (CIA) on Daa. Security management uses this information for IT security
..Change management and release management implement changes regarding security
measures and security policy
..Service level management has security measures as part of a service catalkgaedSL
other SLM documents
..Access management helps to protect the confidentiality, integrity and availability (CIA) of assets;
therefore it is the execution of policies and actions defined in information security and availability
management

Supplier maagement

Why have supplier management?

The supplier management process ensures that suppliers and the services they provide are managed
to support IT service targets and organisation expectations.

It is essential that supplier management processes andimd are involved in all stages of the
service lifecycle, from strategy and design, through transition and operation, to improvement. The
complex organisation demands require the complete breadth of skills and capability to support
provision of a comprednsive set of IT services to a business. Therefore, the use of value networks
and the suppliers (and the services they provide) are an integral part of any end to end solution.
Suppliers and the management of suppliers and partners are essential teisienpbquality IT
services.

The purpose of the supplier management process is to obtain value for money from suppliers and
to ensure that suppliers perform to the targets contained within their contracts.

The objectives of supplier management
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The go&of the supplier management process is to manage suppliers and the services they
supply, to provide seamless quality of IT service to the organisation, ensuring value for money is
obtained.

The main objectives of the supplier management are to:
..Obtainvalue for money from suppliers and contracts
..Work with SLM to ensure UCs support and are aligned with business needs, SLRs and SLAs
..Negotiate and agree UCs and manage through their lifecycle
..Manage supplier relationships and performance
..Maintan a supplier policy and a Supplier and Contract Database (SCD)

Supplier
Strategy &
Policy

..

Evaluation of
new suppliers &
contracts

Supplier

/””_‘ ~ Categorisation & Establish new
maintenance of suppliers & contracts

w the SCD s
A/
e
Supplier & Contract
Supplier & Contract ‘_/ ;:';‘)anagemem

Database SCD < performance

\

SupplierReports \ X
& Information
w p | Contract renewal

and/ortermination

The activities of supplier management

All supplier management process activity should be driven by service strategy and policy. In order
to achieve consistency and effectiveness in thdementation of the policy, a Supplier and
Contract Database (SCD) should be established.

Ideally, the SCD should form an integrated element of the larger service knowledge management
system, recording all suppliers and contract details, together witypie of service, products etc
provided by each supplier, and all théner information and relationships with other associated
Cls.

This will also contribute to the information held in the service portfolio and service catalogue. The

information within he SCD will provide a complete set of reference information for all supplier
management procedures and activities.
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Although supplier management is firmly placed within the service design Phase of the lifecycle,
some of the activities are carried outhe other lifecycle phases too.

..Supplier categorisation and maintenance of the SCD (occurs within the service design phase)
..Evaluation and setup of new Suppliers and contracts (occurs within the service design phase)
..Establishing new supplieredcurs within the service transition phase)

..Supplier and contract management and performance (occurs within the service operation
phase)

..Contract renewal and termination (occurs within the service operation phase)

The terminology of supplier managemat
UC: Underpinning Contract.

SCD: Supplier and Contract Database.
SLR: Service Level Requirements.
SLA: Service Level Agreement.

SSIP. Supplier Service Improvement Planased to record all improvement actions and plans
agreed between suppliers as®tvice providers.

Supplier service reports feedback gathered from all individuals that deal directly with

suppliers. Results are collated and reviewed by supplier management, to ensure consistency in
quality of service provided by suppliers in all ar€Hsese can also be published in league tables
to encourage competition between suppliers.

Shared risk and reward e.g. agreeing how investment costs and resultant efficiency benefits
are shared, or how risks and rewards from fluctuations in materialar@sshared.

Supplier and contract review meetingsall details are recorded in meeting minutes.

Supplier and contract performance reports used as input for the supplier and contract review
meetings to manage the quality of the service provided bylistgand partners. This should
include information on shared risk, when appropriate.

Service catalogue management



